Hoping to stimulate such research, the team made their archive of search data available on the Internet in late July (or early August) of 2006. The database contained approximately 20 million web queries performed by over 650,000 users for three months during the spring of 2006. Each record in the database contained the following fields (see Exhibit A1 for a detailed description of the dataset) (Sadetsky, 2006a ):
• AnonID -anonymous user ID; in order to protect user privacy, user logins were replaced with a unique random number
• Query -the query submitted by the user • QueryTime -the time and date at which the query was submitted
• ItemRank -the order number of the search result on which the user clicked on the search results page (if none was clicked -the field was marked as nil) • ClickURL -the web address of the page which the user chose to visit (if none was clicked -the field was marked as nil)
Exhibit A2 contains illustrative search data for one user.
This information was reportedly made available for the purpose of providing real query log data of real users which can be used for "for personalization, query reformulation or other types of search research" (Sadetsky, 2006b ).
EXHIBIT A1

Dataset Description
(Reprinted from Sadetsky, 2006b) This collection is distributed for NON-COMMERCIAL RESEARCH USE ONLY. Any application of this collection for commercial purposes is STRICTLY PROHIBITED.
Brief description:
Data Mining in Search Archives by B. Ives and V. Krotov
This collection consists of ~20M web queries collected from ~650k users over three months. The data is sorted by anonymous user ID and sequentially arranged. The goal of this collection is to provide real query log data that is based on real users. It could be used for personalization, query reformulation or other types of search research.
The data set includes {AnonID, Query, QueryTime, ItemRank, ClickURL}.
• AnonID -an anonymous user ID number.
• Query -the query issued by the user, case shifted with most punctuation removed.
• QueryTime -the time at which the query was submitted for search.
• ItemRank -if the user clicked on a search result, the rank of the item on which they clicked is listed.
• ClickURL -if the user clicked on a search result, the domain portion of the URL in the clicked result is listed.
Each line in the data represents one of two types of events:
1. A query that was NOT followed by the user clicking on a result item.
2. A click through on an item in the result list returned from a query.
In the first case (query only) there is data in only the first three columns/fields --namely AnonID, Query, and QueryTime (see above).
In the second case (click through), there is data in all five columns. For click through events, the query that preceded the click through is included. Note that if a user clicked on more than one result in the list returned from a single query, there will be TWO lines in the data to represent the two events. Also note that if the user requested the next "page" or results for some query, this appears as a subsequent identical query with a later time stamp.
CAVEAT EMPTOR --SEXUALLY EXPLICIT DATA! Please be aware that these queries are not filtered to remove any content. Pornography is prevalent on the Web and unfiltered search engine logs contain queries by users who are looking for pornographic material. There are queries in this collection that use SEXUALLY EXPLICIT LANGUAGE. This collection of data is intended for use by mature adults who are not easily offended by the use of pornographic search terms. If you are offended by sexually explicit language you should not read through this data. Also be aware that in some states it may be illegal to expose a minor to this data. Please understand that the data represents REAL WORLD USERS, un-edited and randomly sampled, and that AOL is not the author of this data. Google refused to provide any data to the Department of Justice, but a U.S. District Court judge subsequently ruled that Google had to provide a random sample of 50,000 URLs in its index database, but not the search query data (Perez, 2006 To require owners of Internet websites to destroy obsolete data containing personal information.
IN THE HOUSE OF REPRESENTATIVES February 8, 2006
Mr. MARKEY introduced the following bill which was referred to the Committee on Energy and Commerce.
A BILL
To require owners of Internet websites to destroy obsolete data containing personal information. 
Be it enacted by the Senate and House of Representatives of the United States of
SECTION 2. FINDINGS.
Congress finds the following:
(1) As the Nation's communications networks continue to grow and become ever more sophisticated, more individuals and industries will be using such networks to communicate and conduct commercial transactions.
(2) The ease of gathering and compiling personal information during such communications, both overtly and surreptitiously, is becoming increasingly efficient and almost effortless due to advances in digital telecommunications technology and the widespread use of the Internet. (5) Certain information about Internet searches or website visits conducted from a particular computer can be obtained and stored by websites or search engines, and can be traced back to individual computer users.
(6) Fair information practices include providing consumers with knowledge of any data collection, conspicuous consumer notice of an entity's data practices, consumer choice to provide consent or deny authorization for such practices, access to data collected, safeguards to ensure data integrity, and contact information.
(7) In order to safeguard consumer privacy interests, companies that gather personal information that can identify individual consumers should cease to store such information after it is no longer necessary to render service to such consumers or to conduct any legitimate business practice. for the purpose for which it was gathered and if there are no other pending legal requests for such information.
(9) A similar obligation should govern information gathered about consumers by Internet websites, which often possess information about computer users which is more detailed, and arguably more personalized, than information cable operators typically gather.
SECTION 3. DESTRUCTION OF DATA WITH PERSONAL INFORMATION BY INTERNET WEBSITES.
An owner of an Internet website shall destroy, within a reasonable period of time, any data containing personal information if the information is no longer necessary for the purpose for which it was collected or any other legitimate business purpose, or there are no pending requests or orders for access to such information pursuant to a court order.
SECTION 4. ENFORCEMENT BY THE FEDERAL TRADE COMMISSION.
A violation of Section 3 shall be treated as a violation of a rule defining an unfair or deceptive act or practice prescribed under section 18(a)(1)(B) of the Federal Trade Commission Act (15 U.S.C. 57a(a)(1)(B)). The Federal Trade Commission shall enforce this Act in the same manner, by the same means, and with the same jurisdiction as though all applicable terms and provisions of the Federal Trade Commission Act were incorporated into and made a part of this Act.
SECTION 5. DEFINITIONS.
As used in this Act the following definitions apply:
(1) The term `Internet' means collectively the myriad of computer and telecommunications facilities, including equipment and operating software, which comprise the interconnected world-wide network of networks that employ the Transmission Control Protocol/Internet Protocol, or any predecessor or successor protocols to such protocol, to communicate information of all kinds by wire or radio.
(2) The term `personal information':
(A) means information that allows a living person to be identified individually, including the following: the first and last name of an individual, a home or physical address of an individual, date or place of birth, an email address, a telephone number, a Social Security number, a tax identification number, birth certificate number, passport number, driver's license number, credit card number, bank card number, or any government-issued identification number; and (B) does not include any record of aggregate data that does not permit the identification of particular persons. 
III. DATA MINING IN SEARCH ARCHIVES (C)
On August 6, 2006, approximately two weeks after its release, AOL took down the search archive (Arrington, 2006).
By then the site had been repeatedly mirrored on the Internet with the records still easily retrievable weeks later. Reportedly, hundreds of Internet users downloaded the approximately 500MB data files and began circulating it on the Web. Some Internet users created simple online interfaces allowing other users to mine the database.
On Dr. Jensen also said that the data was made public after being approved by all of the appropriate executives at AOL, including Maureen Govern (Zeller, 2006 Jon Miller also wrote that in response to the incident AOL was implementing a plan designed to achieve the following objectives (SiliconValley.com, 2006):
1. Creation of a cross-departmental task force for developing best practices for handling web search information and other sensitive data and improving AOL Privacy Policy.
2. Imposition of additional access restrictions on databases containing sensitive data.
3. Evaluation and creation of new tools for removing sensitive information from databases used in research.
4. Privacy awareness programs for employees at al levels.
Jon Miller concluded that from now on AOL would be committed to earning the trust of its customers back "each and every day and with each and every action we take" (SiliconValley.com, 2006). AOL is embarking on a new direction for its business -making its content and products freely available to all consumers. To support those goals, AOL is also embracing the vision of an open research community, which is creating opportunities for researchers in academia and industry alike.
EXHIBIT D1 Abdur Chowdhury Message Posted to the SIGIR List
We are introducing AOL Research to everyone, with the goal of facilitating closer collaboration between AOL and anyone with a desire to work on interesting problems. To get started, we invite you to visit us at http://research.aol.com, where you will find:
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